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LABVANTAGE AND 21 CFR PART 11/ANNEX 11 COMPLIANCE
Understanding the Requlations and How LabVantage Successfully
Helps Customers Comply With These Requirements

. Vais

See “A New Focus
on Temporary Data”
on page 2.

EXECUTIVE SUMMARY

Pharmaceutical, medical device, food & beverage and other companies in
regulated markets are required to comply with government regulations,
standards and guidelines that are designed to ensure the safety and quality of
the products manufactured, as well as the security and integrity of data sup-
porting such production. The U.S. Food and Drug Administration introduced
21 CFR Part 11 to regulate electronic records and electronic signatures used in
several industries, while the European Union’s EudralLex issued Annex 11 to
cover computerized systems in pharmaceutical companies producing medicinal
products for both human and veterinary use.

This paper outlines the requirements of 21 CFR Part 11 and Annex 11, and
provides information on how LabVantage software supports customers in
complying with the regulations. The LabVantage software includes its labora-
tory information management system (LIMS), electronic laboratory notebook
(ELN), and laboratory execution system (LES).

In addition, the paper discusses how dynamic auditing in LabVantage 8.2
complies with new draft guidance on temporary data.

In summary LabVantage software helps customers to comply with Part 11,
Annex 11, and the draft guidance on temporary memory.

.....................................................................................................................

Key LabVantage Capabilities

To begin the discussion of compliance with Part 11, Annex 11, and the draft guidance
on temporary memory, there is some basic information about LabVantage software
functionality, and some assumptions about the deployment and use of LabVantage
software in a customer setting, which must be understood.

« LabVantage software can be deployed as a “closed system” or an “open system with
appropriate controls.”

« Username/password combinations are unique to the individual and logon attempts
(successful and failed) are tracked including user ID, date/time, device ID, meaning of
action and success/failure.

« User passwords are encrypted, invisible, and have password aging enabled to ensure
passwords are only used by the genuine owner.
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Data Integrity and Compliance
with cGMP Guidance for Industry
on Temporary Data

Both the U.S. FDA and U.K. MHRA in
2016 issued draft guidance to improve
data integrity, in part by capturing tem-
porary data in electronic records; the
World Health Organization two years
earlier did so in updating its good data
and record management practices.

The FDA's April 2016 draft guidance on
“Data Integrity and Compliance with
c¢GMP." section 12 states: “It is not
acceptable to record data on pieces of
paper that will be discarded after the
data are transcribed to a permanent
laboratory notebook. Similarity, it is not
acceptable to store data electronically
in temporary memory in a manner that
allows manipulation, before creating a
permanent record.”

According to the MHRA, until a trans-
action is saved to permanent memory,
that particular data is “considered to
be temporary memory” and is “at risk
of amendment or deletion without
audit trail visibility."

This raises the question of when
electronic data become a cGMP record.
To address these compliance concerns,
starting with LabVantage 8.2 and fully
implemented in LabVantage 8.3, the
LabVantage software features “Dynam-
ic Auditing,” a new optional auditing
feature that records changes made to
LIMS data fields once data is entered
and prior to the data being saved /
committed. Viewing of dynamic data
(temporary memory) changes are inte-
grated into the standard audit view so
a reviewer may see all data changes for
each individual field as it was modified,
when, why and by whom, regardless

if made prior to and post commit.

Dynamic Auditing ensures that com-
panies are able to meet current and
proposed regulatory guidance regarding
management of data in temporary mem-
ory. It helps users maintain a clean and
complete, GxP-compliant audit trail based
on a full history of analytical testing.

* Biometrics may be implemented as part of user logon and electronic approvals.

« Audit trails are implemented to automatically capture and identify data and configura-
tion changes that include the user ID, date/time, reason for change, original value and
new value.

Audit trails are implemented to automatically capture and identify data changes made
in temporary memory prior to saving. This is also known as dynamic auditing.

Audit trails are implemented to automatically log system failures and errors.

User permissions are based on roles and training to ensure they can only perform
functions for which they are authorized. This includes sampling, data entry, data
editing, data approvals and batch disposition.

Storage, retrieval and archival of records are based on the customer-defined record
retention period.

All records, including audit trails, are available in human readable form by use of
either a reporting engine like Business Objects, InfoMaker, Crystal Reports, etc. or via
a helper application like Word, Excel, Notepad and the like.

The current system design and development enforces steps and events properly in a
workflow manner.

All records gathered during the use of LabVantage software are accurate and complete,
since lab personnel actively enter, review and accept the information contained therein.

For critical manually entered data, a second review and verification may be setup to
verify the data in addition to the electronic checking of data against defined specifications.

Electronic signatures use unique username/password or biometrics, are based on the
“first signing” at the time of controlled access logon, require the user to re-login for
non-continuous periods and are permanently linked to the record.

21 CFR Part 11

Regulatory agencies have given guidelines for demonstrating data security and integrity

but none address the issue to the same extent as Title 21 Part 11 of the Code of Federal
Regulations from the U.S. Food and Drug Administration (FDA)'. The predicate rule was
enacted in March 1997, and it became effective in August 1997. The FDA applied the full
force of the law when developing the rule and removed the ambiguity of providing a
“guideline” so that electronic records and signatures are ensured to be as trustworthy and
reliable as paper records or handwritten signatures. The rule applies to any record, electronic
or hand written, or its associated signature, electronic or hand written, that is submitted

to the agency (specifically 21 CFR Parts 71, 170, 180, 312, 314, 358, 514, 515, 571, 601,
860, 861, 1003, 1010).

Specific Capabilities to Support Compliance With Part 11

The LabVantage Testing and Quality departments have built a complete traceability
matrix linking LabVantage software requirements to address and test the software-liable/
software-enforceable sections of Part 11 and security. Please see the referenced predicate
rule for details.
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For specific regulatory sections cited below, LabVantage has, where applicable, done the
following to comply:

SUBPART B — ELECTRONIC RECORDS

11.10

LabVantage software can be deployed as a “closed system” or an “open
system with appropriate controls.”

11.10.A

Although the software is validated by LabVantage prior to release, it is
the responsibility of the using company to ensure LabVantage software is
validated and controlled following the user company processes.

11.10.B

The standard database allows for both storage and retrieval of records
throughout a customer-defined period of time.

11.10.C

Oracle or Microsoft SQL Server archiving processes have been verified to
protect records during records-retention processes and to enable accurate
retrieval of information.

11.10.D

Failed access to the system is logged. All log entries include time/date,
user ID, device ID, meaning of action and success/failure.

11.10.E

Computer-generated audit trails have been employed for all tables.
They are secure, computer-generated, time-stamped audit trails for
creation/deletion/modification of electronic records.

11.10.F

Sequential processing is enforced through workflows.

11.10.G

Verification that each individual is allowed to use the computer device/
workstation from which he/she is logging onto the system is performed.
After login, the user may only perform system functions for which they
are authorized.

11.10.H

At connection/login each device is verified as acceptable for system input.
The ability for many-to-many links between system devices and users has
been provided, with an internal integrity checking capability to verify that
users have the appropriate authority to access a specific system device.

11.10.1

LabVantage software can be configured to track training records.

11.104,
11.10K

This section pertains exclusively to the using company processes.

11.30

User password encryption is incorporated to allow passwords to be used
only by the genuine owner.

11.50.A.1,
11.50.A.2,
11.50.A.3

Each electronic record is marked with the user ID, time/date and the
“meaning” of the action which created/deleted/modified the record.

11.50.B

Identifying information for an individual is captured in the master user
identification table, including the printed name, password and other
identifying information. This table allows an electronic signature to be
disabled by removing the user. Only authorized users may make changes
to this table, which also require username and password authentication
and are audit trailed.

11.70

The reason-for-change can be configured to be enforced, or optional,
at the time of data commitment, depending on the need. Electronic
signatures are linked to electronic records.
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SUBPART C — ELECTRONIC SIGNATURES

Each individual’s electronic signature is ensured as unique. The uniqueness

111004 of each combination of user ID and password is ensured.
1”88? This section pertains exclusively to the using company.
11.200.A.1 Electronic signatures are based on username and password.
The “first signing” (using an electronic signature) for a user will constitute
11.200.A.1.1
the logon process.
Users are required to re-log into the system during a non-continuous
11.200.A.1.11 .
period of controlled system access.
11.200.A.2, . . . . .
11200A3 This section pertains exclusively to the using company procedures.

Biometrics may be implemented using biometrics hardware. Once imple-
11.200.B mented, LabVantage software makes no distinction between biometrics or
non-biometrics within the software.

11.300.A The LabVantage software master user table disallows record duplication.

A password aging process that requires users to change their passwords at

11.3008 a regular interval has been incorporated.

Disallowing users from all roles, or changing the user password, will
11.300.C " - .

unauthorize” a user's access to LabVantage software.

The use of electronic signatures has been logged as part of the transac-
11.300.D . .

tional safeguards to prevent unauthorized use.
11300 This section pertains exclusively to the validation efforts by the using

company.

EudraLex Volume 4 Annex 11: Computerized Systems

These rules for good manufacturing practice apply to medicinal products — human and
veterinary — in the European Union, with Annex 11" providing guiding details on the integrity
of computerized systems as part of GMP-regulated activities. Introduced in 2011, Annex

11 defines a computerized system as “a set of software and hardware components which
together fulfill certain functionalities.” It requires that applications be validated and that

IT infrastructure be qualified.

Broader than Part 11's focus on electronic records and signatures, Annex 11 addresses risk
management, personnel, suppliers and service providers, validation, data, accuracy checks,
data storage, printouts, audit trails, change and configuration management, periodic
evaluation, security, incident management, electronic signatures, batch release, business
continuity and archiving.

Specific Capabilities to Support Compliance with Annex 11

As done for Part 11, the LabVantage Testing and Quality departments have built a com-
plete traceability matrix linking LabVantage software requirements to address and test
the software-liable/software-enforceable sections of Annex 11. Please see the Annex 11
reference for details.
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For specific regulatory sections cited below, LabVantage has, where applicable, done the
following to comply:

EUDRALEX VOLUME 4 ANNEX 11: COMPUTERIZED SYSTEMS

SECTION 1

This section pertains exclusively to the using company implementation.

SECTION 2

Each user is assigned specific system functions that they are authorized
to execute based on their job role. The system can be configured to track
training records.

SECTION 3, 4,5

These sections pertain exclusively to the using company implementation.

SECTION 6

For critical manually entered data, a second review and verification may
be setup to verify the data in addition to the electronic checking of data
against defined specifications.

SECTION 7

This section pertains exclusively to the using company implementation.

SECTION 8.1

Any data may be printed (paper or electronic form) to view the stored data.

SECTION 8.2

Audit trail reports may be printed to identify changes to data since original
entry.

SECTION 9

Audit trails are configured to capture changes or deletions to data which
include the user’s name, date, time, reason for change and the change.
Audit trail reports are available in human readable format.

SECTION 10

Only authorized users may make changes to the system configuration based
on their job role. Configuration changes are captured in the audit trails.

SECTION 11

This section pertains exclusively to the using company implementation.

SECTION 12.1

System access is controlled via unique username and password combination
or biometrics.

SECTION 12.2

This section pertains exclusively to the using company implementation.

SECTION 12.3

Changes to access authorizations (creation, modifications, deletions) are
recorded automatically in the audit trail and can only be performed by
authorized users based on their job role.

SECTION 12.4

Changes to data are captured in the audit trail that includes the username,
date, time, change and reason for the change.

SECTION 13

System failures and errors are captured in the system audit trail. Incidents
and root cause analysis may be captured in the CAPA module.

SECTION 14
(A, B, Q)

Electronic signatures are permanently linked to the record that include the
username, date, time, reason for change and the change.

SECTION 15

Only authorized users may certify the release or rejection of batches based
on their job role. These certifications are captured in the audit trail and
include the username, date, time and the reason for release / rejection.

SECTION 16

This section pertains exclusively to the using company implementation.

SECTION 17

There is a process to archive data on a periodic basis. Data accessibility,
readability and integrity are the responsibilities of the using company
implementation.
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FOR MORE INFORMATION on LabVantage solutions and compliance with
industry regulations, please email us at lvsinfo@labvantage.com
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